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Abstract 

Smart grid projects have drastically changing the power industries and consumers over the 

last couple of years. Due to such Initiatives, the environment is benefiting from reductions in 

peak demand, the proliferation of renewable power sources, and a corresponding reduction 

in emissions of CO2 as well as pollutants such as mercury. Consumers are gaining greater 

control over their energy costs, including generating their own power, while realizing the 

benefits of a more reliable grid. Utilities are undergoing lower distribution losses, deferred 

capital expenditures and reduced maintenance costs. Information technology and operation 

technology converge to close the loop of automation, control and data acquisition and help 

faster response times, improved business operations with actionable priorities.  

“Smart” phone these days means a phone with a computer in it; smart grid means 

“computerizing” the electric utility grid. Technologies are penetrating much deeper and 

improving productivity. Large scale technology deployment requires continuous engagement 

with the customer, and the regulatory environment is stringent with acceptance criteria for 

successful project completion in the smart grid area.  

Smart grid related projects for last couple of years have significantly improved the power grid 

system. Aging infrastructure, constrained technical resources, pressure on operations and 

maintenance expenses, compliance requirements, the costs of unplanned outages, and the 

need for grid reliability are driving investments in asset health management. 

 Various product-program-project management challenges handled by the team and 

how to overcome with speed of execution?  

 Stakeholder management (tough customer) and stakeholder’s satisfaction with value 

generation?  

 Framework to follow to achieve smarter, more cost effective and more reliable 

operation? 

 Domain challenges, people challenges, technology challenges, process challenges, 

regulatory challenges to look into which are critical to the project?  

 How agile best practices, devops, gamification theme improves agility and in-house 

operation efficiency? 

 

Keywords: Information technology and Operation technology, Internet of Things 

1. Introduction: 

Electricity is the most versatile and widely used form of energy and global demand is 

growing continuously. It has an impact on global climate change. To mitigate this we need to 

change the electric system significantly. Smart grid is painting a very nice and exciting 

picture for electric power infrastructure today and for upcoming days. Smart grids will provide 

more electricity to meet rising demand, increase reliability and quality of power supplies, 
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increase energy efficiency, and provide ability to integrate low carbon energy sources into 

power networks. Today’s smart grids are much more wired than ten years back. There is an 

increasing need for grid optimization.  

The result will be a grid that is largely automated, applying greater intelligence to operate, 

monitor and even heal itself. This “smart grid” will be more flexible, more reliable and better 

able to serve the needs of a digital economy. 

There are many different ways to define a smart grid. DECC (Department of energy and 
climate change) argues that a grid is made smart by:  

‘…applying information and communications technology to the electricity system to enable 
more dynamic real-time flows of information on the network, and greater interactivity 
between suppliers and consumers.’ 

The EU (European Union) defines a smart grid as:  

‘…an electricity network that can cost efficiently integrate the behavior and actions of all 

users connected to it – generators, consumers and those that do both – in order to ensure 

an economically efficient, sustainable power system with low losses and high levels of 

quality and security of supply and safety.’ 

Smart grid technology is not a single silver bullet but rather a collection of existing and 

emerging technologies working together. When properly implemented, these technologies 

will increase efficiency in production, transport and consumption, improve reliability and 

economic operation, integrate renewable power into the grid, and increase economic 

efficiency through electricity markets and consumer participation. 

 

The Smart Grid will provide dynamic, real-time monitoring, control and optimization of grid 
operations and resources in a number of ways: 

 

 Advanced network visualization, distribution applications and outage defense 

systems will give utilities the capacity to detect, analyze and restore system faults 

before they jeopardize system integrity. 

 Greater coordination among all participants in the system will trigger better price 

signals and a more efficient balance between demand and supply. 

 Increased physical and cyber security, as well as special protection systems, will 

warn of security threats before they escalate. 
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 Significant reductions in residential peak demand energy consumption will be 

achieved by providing real-time pricing and environmental signals in conjunction with 

advanced in-home and distributed generation technologies. 

 Advanced outage management systems and distribution automation schemes will 

result in fewer blackouts and local power disruptions along with faster recovery times. 

 

Several smart grid projects has been executed by our team and sample key objective were 
achieved 

 Improve electricity reliability and restoration capabilities 

 Improve reliability by up to 30% by areas completed with full smart grid functionality 

Achieved by deploying 
 Implement Advanced Distribution Management System (ADMS). The goal of 

Advanced Distribution Automation is real-time adjustment to changing loads, 

generation, and failure conditions of the distribution system, usually without operator 

intervention. 

 Install remote monitoring equipment at several substations 

 Install several automated field switching and monitoring devices on several 

distribution circuits 

 Integrate components to accomplish stated improvements (reliability, monitoring) 

 

 

As shown above, based on data from Infonetics, a bit more than 50 million cellular modules 

were shipped in 2013, with automotive being the largest vertical market, followed by smart 

grid applications (connected utility meters). The market for cellular modules is expected to 

grow at a CAGR of 19% over the next several years, as cellular connectivity is baked into an 

increasing number of machines and devices. Navigant Research predict investment in 

microgrids to reach $31 billion in the Asia Pacific region by 2023, the same company has 

released another report investigating smart grid technologies, and predict that market 

spending will total $600 billion from 2014 through 2023. 

2. Information Technology and Operation technology Convergence: 

To achieve the smartness in the grid system we have to collaborate Information technology 

with operation technology. Instead of reinventing the wheel, organizations have to reuse 

solutions available in the market. 
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3. What are the Solutions for the Smart Grid? 

By eliminating silos which exist between IT and OT, organizations can enable data sharing 

that will enhance system performance. IT/OT convergence enables distribution organizations 

to keep external stakeholders better informed about their electric service. 
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There is an increasing trend to use data from OT systems, like automation and SCADA 

systems, in combination with IT systems for workforce process efficiency improvements and 

better decision-making. 
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4. Smart Grid Project Benefit: 

Environmental sustainability and ways of limiting carbon emissions have led to increased 

interest in smart grids. Potential benefits include the conversion of unplanned outages into 

planned outages and many more. 

 

Fig G: Demonstrates various benefits that everyone will get once grids become smart. I wish 

I can discuss each point elaborately but it would cover the whole paper. 

5. How we will convert traditional grid to a Smart Grid?  

Fig H: Captures possible ways a grid can become smart. There could be many more but this 

is what has been captured in this paper based on my experience. 
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6. Challenges smart grid projects are facing? 

 

Fig I: demonstrates various challenges smart grid solution provider faces. There could be 
many more but this has been capture based on my knowledge. All these factors are heavily 
influences for a better solution and development.  
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7. Internet of Things and Smart Grid: 

Internet of Things has been considered as the third wave of the information industry after 
computer, Internet and mobile communication network. These “things” (People, Location of 
the objects, time information of the objects, and condition of the objects) of the real world 
shall seamlessly integrate into the virtual world, enabling anytime, anywhere connectivity. 

 

 

Fig J demonstrates a world where billions of objects can sense, communicate and share 

information, all interconnected over public or private Internet Protocol (IP) networks. These 

interconnected objects have data regularly collected, analyzed and used to initiate action, 

providing a wealth of intelligence for planning, management and decision making which is 

going influence heavily smart grid project in future. 

 

 

Internet of things used in a smart grid is the inevitable result of the development of 
information communication technology (ICT) to a certain stage. In Smart Grids networked 
embedded devices are making the electricity grid itself, the homes, the factories etc. 
smarter, enabling and increasing the collaboration among them. It will be able to effectively 
integrate infrastructure resources in communications and electrical power system, make the 
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information and communication services operate for electrical power system, increase the 
level of power system information, and improve the utilization efficiency of infrastructures in 
the existing power system. 

 

 
 
IOT three layers, first, miniaturization, with computers components becoming smaller and 
smaller, enabling practically anything to be connected anywhere, anytime. Second, an 
overcoming of the limitations of the mobile telephony infrastructure. And thirdly, a 
proliferation in the applications and services that make use of the vast amount of information 
created via the IoT. 
 

 

Fig M explains various major factors influencing the internet of Things solution in context of 

smart grids. Smart Grid developers should keep an eye on the IOT. 
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8. Operator Room at Grid Station: 

 

Complete information at fingertips is available for proper decision making. Advanced Human 

Machine Information (HMI) software which display in wall-mounted multiple display monitors 

for visibility, even minor granular information, are very helpful for quick and effective 

decisions, also available in mobile. Smart grid operations will provide a comprehensive view 

of the distribution system, including system status and monitoring control, outage response, 

planned work, optimal equipment loading, improved control over distributed generation, 

energy storage and demand response resources. 

9. Security: 

 

Security is one of the important aspect of smart grid solution which need separate dedicated 

focus and discussion in today’s world. As we know smart grid is a huge complex network 

composed of millions of devices and entities connected with each other.  Such a massive 

network comes with many security concerns and vulnerabilities. It is also important to 

explore the vulnerabilities that smart grids have created. Hooking up critical systems to a 

network has opened up a number of amazing possibilities, but it has also connected aging 

infrastructure and SCADA (supervisory control and data acquisition) systems to modern IP 

networks. Anything with an IP address can be hacked, and the odds shoot way up when that 

infrastructure is out of date, poorly protected, or both. 

Old and outdated legacy system need to upgrade to comply security aspect. 

Device-to-device communication in control systems is vulnerable to data spoofing where the 

state of one device affects the actions of another. 

Security solutions on the host, on the routers, and on the switching platforms and specialized 
security solutions such as firewall, VPN, authentication, and IPS solutions is needed.  
Validate claimed security capabilities through hands-on security and vulnerability testing 
using testing scenarios that are traceable to our security requirements. 
 
To best implement security, build it in and validate it during the planning and selection 
phases rather than try to add it during or after deployment adopt a culture of “cyber 
security responsibility.” 
 
Vendors should establish policies and processes for: 
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 Threat modeling the architectures and designs 

 Source code validation 

 Product testing 

 System testing 

 
These topics should be an embedded part of the product and system software development 
and quality processes. Post release it is required that vendors provide at least the following 
services to support end users throughout the system lifetime: 
 

-Patch validation 
- Antivirus validation 
- Vulnerability management and mitigation 

 

10. Predictability about the Future through Technology? 
 

Minority Report (2002) presents a future of increasing electronic surveillance, big data, 

personalized advertising, and it analyzes the role of media in a future state where electronic 

advancements make its presence nearly boundless, decision making will be very quick as 

the data availability will be in the finger tips already we are realizing the same. Operation 

Excellency, predictability will improve. Going forwards Three Vs will influence the technology 

(Volume, Velocity and Variety). 

 

11. Aging infrastructure: 
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Aging is inevitable, and the electricity grid is no exception. Much of our equipment is beyond 

its design life. There comes a time when utilities must take advantage of new technologies—

not just to maintain the grid, but to maximize its performance.  

Grid modernization is an initiative and investment. Aging transmission and distribution (T&D) 

infrastructure is a critical issue for electric utilities, resulting in the need for utilities to make 

decisions regarding the replacement, repair, or refurbishment of their assets under a 

constrained investment environment and other factors. 

12. Requirement Engineering: 

 

What we have experienced is that requirement management is very critical, crucial area, 

where we need to focus extensively. Defining what the problem really is, and what kind of 

solution will satisfy the stakeholders — a task known as requirements analysis — is one of 

the most important aspects of successful software development: building an otherwise 

perfect system that does not meet stakeholder needs is not very useful. Improvement in this 

area helps us to become Lean in downstream execution. Software product development was 

undergone most of the time the above scenario. Organizations are trying various 

mechanisms to avoid the above stated Fig Q situation. 

Team has to avoid such situation with proactive, high level collaboration with end user. Build 

an in house customer like environment where customer visit certain interval to view the latest 

developed software and comment. A strong product management team helps to reduce such 

confusion and build the expected product asked by the end user.  

13. Controlled Stage Gate Model for Large System Product Release: 

Large scale multi-year project execution like smart grid projects have to pass through the 

stage gate model below to get approval from all the engaged stakeholders and demonstrate 

the progress to get the acceptance for go ahead. The stringent exit criteria to pass the gates 
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should justify the investment and progress. Teams follow Gate 2 and gate 4 as a scrum 

process which is incremental build and delivery model. No big bang or surprise. 

 

14. Innovation Value Chain: 

Innovation is the only way organization can survive in today’s changing technological era. 

Companies need to identify where the weak links are and either create new roles for 

employees to help strengthen the link – and/or when hiring new candidates seek those who 

will be able to address weakness in their ‘innovation chain’. To come up with a leapfrog 

technological solution, an organization has to run through various ideas in a rapid 

productization environment, tested through field deployment and refined if required. 
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As the utilities will move towards Smart Grid; there will be a mandate for new skill sets to 

bridge the gap and to develop new skills in analytics, data management and decision 

support. To bring such a change utilities have to think creatively and provide an innovative 

and creative solution. Innovation needs a structural process to channel the ideas into the 

business. 

15. DevOps and Continuous Delivery: 

 

Development organizations and Operation organizations have to collaborate for rapid 

solution development and deployment. With a DevOps process, a team will have 

accelerated software delivery and reduced time to get customer feedback. The best way to 

develop a product for a stakeholder is to involve stakeholders at the initial stage, show and 

build, change if required and progress with consultation. A high configuration based product 

is highly acceptable for smart grid projects. Platform development which can be reused and 

extensible as a service to cater multiple scenarios, which can communicate with 

heterogeneous modules, is highly appropriate for a smart grid project. DevOps encourages 

extreme collaboration for a better product. The end user has to continuously, frequently get 

the software, use the same and provide feedback. 

16. Stakeholder management: 

 

To successfully execute a smart grid project we need smart, tough customers. Consider 
defining Service Level Agreements (SLAs) with vendors. Clearly distinguish between 

http://www.pmworldjournal.net/
http://www.pmworldlibrary.net/


PM World Journal  Challenges in Smart Grid Project Execution: 
Vol. III, Issue XII – December 2014  View from a Manager 
www.pmworldjournal.net Featured Paper Chandan Lal Patary 

 
 

 
© 2014 Chandan Lal Patary              www.pmworldlibrary.net Page 15 of 19 

present-day versus future roadmap capabilities. A tough customer is a boon for product 
stability, architectural stability. A smart knowledgeable customer will help various ways to 
build a solid product which caters to various scenarios which can be reused in other 
customer cases. We need to ensure we build a process that we truly understand, that our 
customer values, and we deliver value constantly better than our competitors do. We build a 
control system which is innovative and customer centric. Produce only the product 
requested. 

17. Achieving Agility Factors: 

Rapid program development and delivery is a must for today’s rapidly changing world. 

Various steps have to be taken to develop rapid software product for smart grid project and 

to continuously refine the process for maturity. Agility is a must for the product development 

team to capture the market. 

 

Fig V demonstrates the agility factors team should try to improve the speed of the execution 

and improve the operation excellence. 

18. Strong Product Management Capability: 

Product management team should be Spending time with customers, watching them use the 

product and competitive products, understanding more about their needs, and coming up 

with ideas to solve their unsolved problem. Product Manager should responsible for 

discovering and defining a product that is useful, usable and feasible. Collaborative way 

across teams and departments in order to bring new products to market or maintain and 

increase the profitability of existing products by adding innovative features and 

enhancements.  
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A strong product management team solves many issue well ahead than discovering as a 

field issue. A product manager should also be a customer manager. Do we know our 

customer, where they live? What they need in another 5 to 10 years etc. We need to build 

process to understand customer, which is a constant value generation activity. 

Customer interviews: going around and asking people what they need. 
Customer workshops: bringing together a group of stakeholders to discuss requirements. 
Workshops are particularly useful when various classes of stakeholders exist, with different 
and sometimes conflicting wishes; identifying the contradictions and discussing them openly 
helps understand and resolve them. 
 
Customer or representative of the customer writes the acceptance criteria and later approve 
the same for acceptance test (customer-facing tests) so that formal approval happen. User 
acceptance test is a subset of acceptance test which should be done, our experience tell 
that it is a must. 

19. Gamification to Increase Participation and Engagement: 

The concept of gamification has reached a broad acceptance as a solution for better 

engagement and improved participation for businesses. Participation and user engagement 

drive business value. While participation builds lasting relationships and impacts 

fundamental business objectives, customer engagement will ensure business success. 

Smart grid project desperately need participation from all types of user to know benefit of the 

project and value they will get once they adapt the solution. 

Fig W: demonstrates the leaderboard team were using to increase the certain dimension of 

the team issue through gamification. How do we engage end user or customer to participate 

in our development process for an expected product they were asking.Gamifying the 

process helps to increase the engagement. 
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20. Conclusion: 

In this paper an attempt has been made to analyze the key challenges in implementing a 

Smart Grid project; there could be many more. I could not elaborately explain all the points, 

however the figures captured main points which we are experiencing in different contexts. To 

reap the expected benefits from smart grid projects, a team has to excellently follow the 

items mentioned above. Steep organization hurdles, significant process complexities and 

difficult governance issues have to be identified and these impediments removed from the 

system. The team has to create a compelling vision to execute the smart grid projects so 

that target expectations are met. 

It needs a huge investment and time to execute such large scale projects targeted for the 
smart grid market. Justifying its implementation however requires a full understanding of the 
long term benefits it can bring to customers, utilities and societies in terms of minimizing the 
cost and improved customer service. In addition to these benefits it would play important role 
in addressing global issues like energy security and climate change. 
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Extreme collaboration: 

 

Satisfied customer: 

 

Success will follow …… 
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