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Is your privacy in danger when using social networks?  
 An analysis of the contractual terms and conditions using Multi-

Attribute Decision making1 
 

By Racha Temraoui 

 

ABSTRACT 

Social network users may not realize what they agreed to when they clicked on « I read and 

accept the terms and conditions » while creating their accounts. With the rise of social networks, 

the content and quantity of information is now generated by individuals from all over the world, 

and it is therefore increasingly difficult to control all the information that circulates. Thus, 

numerous problems arise as regards to the protection of individual’s privacy. We analyzed the 

privacy policies of three different social networks using Multi-Attribute Decision making. And 

as a result, we discovered that social networks describe their relationship with their users trying 

to explain in their privacy terms the processing of their personal information and how they can 

control it. In line with our analysis, we chose Facebook’s privacy terms as the best provided to 

users in comparison with Twitter and LinkedIn. And, we identified that the length, terminologies 

and design of social networks privacy terms have a significant impact on the number of users 

who read these terms. Social networks can surely find creative ways to present their information 

and social networks’ users should think carefully of what they are committing to before signing 

up.  
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INTRODUCTION 

In the sociological sense, the term « social network » refers to a set of web sites allowing 

interaction between actors. From the 1990s, the concept of social networking appeared on the 

Internet through the creation of blogs where individuals interact by exchanging content about 

professional, non-professional information or about their private life. The technological 

revolution allowed the accelerated development of the search engines, and at that time the social 

networks were born. Despite the fact that the creation of social networks is still recent, their 

number has only increased during the last ten years to finally become indispensable to society.  
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Gardiner, Global Programme Director paul.gardiner@skema.edu. 
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Indeed, social networks have been set up so that Internet users can maintain a virtual contact 

with many people. In addition, this new type of communication spreads information at high 

speed. Today proving to be very practical and even indispensable to everyday life, individuals 

become dependent on these communication tools. However, it seems that social networks are 

starting to control people's lives since they act on many levels: social, political, economic and 

professional. Thus, numerous problems arise in particular as regards to the protection of 

individual’s privacy. On one hand, with the rise of social networks, the content and quantity of 

information is now generated by individuals from all over the world by who have an account on 

these networks. It is therefore increasingly difficult to control all the information that circulates.  

On the other hand, traditionally, laws did not take these issues into consideration. Indeed, there 

is a discrepancy since the laws have not had time to adapt to large technological evolutions and 

consequently to the emergence of social networks. Therefore, Judges have been confronted with 

a number of situations where individuals have presented complaints against social networks 

because they do not make enough effort to protect the privacy of their users.  

 

1- Problem definition  
 

Hence, due to many problematic situations related to the presence of personal data of members 

on social networks and the fact that this information is made available to the world, legal 

authorities are aware that the laws did not have answer to all these questions. But aren’t social 

network users also responsible for this? Did they read the terms and conditions before they have 

joined Facebook, Twitter or Linked In? Are they aware that by just clicking on « sign up », they 

actually agree to their terms of service? Do they know that these terms and conditions are in fact 

a contract between them and social media? Thus, is users’ privacy in danger when using social 

networks?  

 

To summarize, this paper has been designed to research, analyze and answer the following 

questions:  

1) How social networks deal with privacy in their terms of service? 

2) Which social network between Facebook, Twitter and LinkedIn provide the best privacy 

policies to its users? 

3) Why most social network users do not read the terms and conditions before joining these 

services? 

 

2- Identify the feasible alternatives  
 

We chose three social networks that have different purposes to compare and analyze their 

privacy terms and conditions. 

First, Facebook which is typically a social network website that allows its users to stay in 

contact with people wherever they are and to share with them messages, pictures, videos and 

stories. 
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Second, Twitter which is another social network website that enables its users to send what they 

call “Tweets” that are messages they can send to their followers and friends. It enables them to 

express their feelings or opinions about anything they want to a large audience whenever they 

want. 

And third, LinkedIn is also a social network website but it is mainly oriented towards business 

and employment, and it is generally used as an interaction between job seekers who post their 

Curriculum Vitae and other professional information and employees who post job opportunities. 

 

3- Development of the outcome for alternatives  
 

It is actually easy to access the privacy terms and conditions of these three social networks since 

they are shown directly on the registry page. 

The first component of Facebook, Twitter and LinkedIn’s privacy policy begins by indicating 

what the information they collect are. In fact, these social networks receive an important amount 

of information about their users. Some of this information is compulsory to provide in order to 

create an account such as their names, email address, birthday date and gender. Some of it, users 

choose to share like their photos, videos, comments, posts. Some of it, other people share about 

the users when they mention them in posts or tag them in pictures for example. And more 

information comes from the users’ behavior online, interactions and relationships. Then, these 

three social networks describe in their privacy policies how they use and share the data 

collected. They also explain to their users how they could access their personal information and 

control it by giving them a limited authority to manage what information they could make 

private to lessen the visibility of their profiles;  how people can find them on these social 

networks; who could add them as friend, follow them or connect with them; from who they can 

receive a message; who is able to see their friends, followers or connections; who is able to see 

their pictures; who could mention them in comments or tag them in posts and photos, how they 

can deactivate their user account and what happens with their information after deleting it. 

Finally the privacy terms of these three social networks end by informing their users how they 

can contact them. 

However, only Facebook and Twitter explain to their users how their services operate. Also, 

how they will notify them when they make changes to their policies. 

Though, only Facebook explains to its users how do they respond to legal requests required by 

jurisdictions in order to detect and prevent any possible harm. In addition, Facebook explains to 

its users in detail how they are able to manage their privacy describing every step they can make 

including illustrations and pictures. 

 

4- Selection of the criteria 
 

In order to decide which social network between Facebook, Twitter and LinkedIn provides the 

best privacy policies to its users, we chose the following criteria:  
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First, the length of privacy terms, because if it is too long then it is more possible that users 

won’t be keen to spend a lot of time reading them in details before creating an account. For that 

reason, social networks should provide their users with a summary of the most essential and 

useful information to enable them to be aware of these policies before signing in. 

Second, the terminologies used by social networks in their privacy policies since it is important 

to write the policies in a language that anybody would be able to comprehend easily rather than 

using legal terms and technical words that could be misleading or confusing for users. 

And third, the information design of the privacy terms such as the organization of the 

information, the layout, and the use of colors due to the importance of making them as clear as 

possible for the users.  

 

5- Analysis and comparison of the alternatives  
 

In order to select the preferred privacy policy between Facebook, Twitter and LinkedIn, we 

created the following table to compare these social networks’ privacy terms of service.  

 FACEBOOK TWITTER LINKEDIN 

Length  Long privacy terms and 

conditions  

Long paragraphs and 

sentences 

Long privacy policy / 

Complex sentences  

 

Terminologies  Readable text / easy to 

understand / informal 

writing style  

Some parts of the text are 

difficult to read / other 

parts are straightforward 

Difficult language  

Design Detailed table of content 

set on the left side / well-

structured terms divided 

into numerous sections / 

use of different colors 

for each section / easy to 

follow and to find the 

information / include 

pictures and illustrations 

It seems like a 

Facebook page 

General table of content 

placed in the middle of 

the text / lack of headers 

and bullet points / hard to 

navigate / Reader can be 

lost / no use of different 

colors / absence of 

pictures and illustrations 

 It seems like a legal 

statement 

General table of 

content put on the 

right side of the text / 

Black and white text 

/ no use of pictures 

and illustrations / a 

summary section on 

the right side of each 

term  

Black and white 

wall of text 
Table 1: Comparison of social networks’ privacy policy 

On the other hand, in order to analyze the importance of these criteria in the privacy policies of 

social networks, we studied the correlation between several variables on the number of users 

who read these terms and conditions before signing in to these social networks. 

1) Is there a significant correlation between the length of privacy policies and the number of 

users who read these terms before creating an account on social media? 
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 In fact, the more privacy policies are short, more users will read these terms before 

signing in. So, there is a negative correlation between the length of privacy policies and 

the number of readers. 

 

2) Is there a significant correlation between using informal writing style for privacy policies 

and the number of users who read these terms before creating an account? 

 

 Actually, if social networks write their privacy policies using informal writing style 

rather than legal terms, more users will read these terms before signing in. Thus, there is 

a positive correlation between informal writing style and the number of readers. 

 

3) Is there a significant correlation between the design of privacy policies and the number 

of users who read these terms before creating an account? 

 

 In reality, if privacy policies are more visually appealing (well organized, divided into 

sections, use of different colors, etc.), more users will read these terms before signing in. 

Hence, there is a positive correlation between the design of privacy policies and the 

number of readers. 

 

6- Selection of the preferred alternative  
 

In order to decide which social network between Facebook, Twitter and LinkedIn provide the 

best privacy policies to its users, we created the following table. 

 

Criteria Criteria’s 

range 

Alternative options’ range 

Length 1 Twitter > LinkedIn > Facebook 

Terminologies 2 Facebook > LinkedIn >Twitter 

Design 3 Facebook > LinkedIn > Twitter 
Table 2: Classification of the social networks’ privacy policy 

 

In line with Table 1 and Table 2, we decided to classify the privacy policy of these social 

networks as succeeding: Facebook > LinkedIn > Twitter  

Originally, this paper was designed to research, analyze and answer the following questions: 

1) How social networks deal with privacy in their terms of service? 

 

Answer based on the research and analysis:  

It is true that for each social network, there are terms and conditions that will describe the 

relationship between the network and the user and that the user must accept in order to create an 

account. These terms and conditions cover all possible facets and relate mainly to their user’s 

privacy providing them with information about the processing of their personal information and 

its transfer and explaining to them how they can control their personal information.  
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2) Which social network between Facebook, Twitter and LinkedIn provide the best 

privacy policies to its users? 

 

Answer based on the research and analysis: 

We chose Facebook’s privacy terms as the best privacy policy provided to users in spite of its 

length because of the clarity of the language used, the transparency of its terms and conditions 

and due to the exceptional organization and navigation delivered to the readers to guide them. 

3) Why most social network users do not read the terms and conditions before joining 

these services? 

 

Answer based on the research and analysis: 

Just clicking on « sign up » means that users agree to the terms of service of social networks. It 

is actually easy to access the privacy terms and conditions of social networks since they are 

generally shown directly on the registry page. However, most of users don’t read them before 

creating an account mainly because these terms and conditions are too long, difficult to 

understand due to the use of legal terms and the likelihood of getting lost and not finding the 

information because of the poor organization and navigation of these policies. 

 

7- Performance monitoring and post evaluation of result  
 

Twitter, LinkedIn and also Facebook even if we ranked it first can improve their privacy policies 

and find creative ways to present their information. Facebook can do better by shortening some 

of their paragraphs and including more bulleted information. Twitter can as well shorter its 

paragraphs, write less complex sentences and structure their terms through adding headers and 

bulleted information to make it easier for readers to navigate and to find the information they are 

looking for; also by adding pictures, charts or screenshots to guide the users. Finally, LinkedIn 

can divide the long paragraphs into segments, break its long sentences into more direct ones, add 

headings to the summary section and use different colors, pictures and charts to make the text 

easy to navigate and more comprehensible.  

And finally, you, social networks’ users, the next time you click on « I read and accept the 

terms and conditions » of any social network, think carefully of what you are committing to. 
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