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Best practices for data privacy clause in Saas Agreements1 
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ABSTRACT 
 
The explosion of IT leaks and cyber-security attacks have risen the concerns from governments 
and Software-as-a-service (Saas customers’ which currently feel unsafe regarding the 
processing and the protection of the data they share and give access to their Saas suppliers. 
The objective of this report is to understand the different requirements from the current and 
new General Data Protection Regulation (GDPR) legislation regarding the matter of data 
privacy. This paper is based on a qualitative study using a multi-attribute decision-making and 
fishbone methods, websites and articles analysis. 
 
Even though the legislation is changing, many medium-sized companies are yet not aware of 
these requirements they should comply with. Bear in mind that the new requirements will be 
mandatory to comply with on May 2018. This will lower Saas providers’ flexibility in terms of 
processing but increase Saas customers’ protection. 
 
The different alternatives or requirements from both regulation will be analysed and therefore 
show you that a mix of requirements are necessary to draft the best data privacy clause for 
your next Saas agreements and to protect your customers.  
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INTRODUCTION 
 

In a fast global changing environment, the Software-as-a-Service (Saas) industry is currently 
booming, expecting to reach $112.8 billion by 2019. Considered as a precise software 
distribution model, Saas providers use a third-party to host their applications on the Cloud, 
making their applications directly available to users over the Internet. With a significant 
decrease in cloud third-party prices, more and more small businesses are nowadays using Saas 
in order to boost sales and productivity. 
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While many Saas companies use collected data from their customers to help their growth, 
which might be very sensitive data, Saas agreements need to provide precise Data Privacy 
clauses. These data privacy clauses cover the requirements and obligations from the provider 
regarding data collection and their means for keeping their customers’ data secure. 
Unfortunately, current trends have shown that Saas providers are currently failing in keeping 
customers aware of their rights regarding the confidentiality of their own data. In this difficult 
context, choosing the right provider by evaluating risks should become a common practice 
from a customer point of view if Saas agreements don’t improve transparency. Before signing-
up with Cloud computing services, companies and/or individuals will have now to think if the 
data they are giving up is confidential and to which extend. 
 
In a context where IT security and cyber-attacks are consequently increasing, drafting Saas 
Agreements & their Data privacy clauses might be a challenge for small businesses. In a 
changing legal environment in the EU, what should a data privacy clause contains? What are 
the advantages of the new GDPR regulation? 
 
In the following you will be able to understand the current trends about Data Privacy clauses in 
within the Saas industry. Then, we will raise the question of legal requirements and the new 
legislation in the European Union that will come into effect in May 2018. Finally, we will 
recommend you the best Data privacy clause for your business. 
 
 
METHODOLOGY 
 
2. Development of feasible alternatives 
 
In order to draft the best data privacy clause, we will have to understand the different 
alternatives that we are currently facing in this period of changing legislation. We will therefore 
go into details regarding data privacy clause under current national directives from the 
European Union and the Data privacy clauses under the new GDPR legislation that will come 
into effect in May 2018. It is important to say that currently Saas suppliers have only few 
obligations regarding their customers when it comes to data processing. The new regulation 
will completely change and standardize the status of legal obligations. 
 

In both alternatives, Saas agreements determine if suppliers are processing data on behalf of 
its customers or as a data (acting as a processor) or data controller on its own. In most Saas 
agreement, the suppliers act as data processor. This will be part of the data Privacy included in 
the Master Service Agreement (reserved from Licensing Agreement for real software 
company). It will enable the provider to protect itself against a third party but also from the 
data controller point of view if the supplier would be processing his data against regulation.  
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CURRENT DATA PRIVACY & PROCESSING CLAUSE  
 

Until the 18th of May 2018, Saas suppliers from the European Union use their own directive to 
draft their data privacy clause. For instance, the UK is regulated under Data Protection Act 
(DPA) from 1998 and France under the “Informatiques & Libertés” law. No European standards 
apply here which make the situation quite difficult in a globalized world. Under the current 
legislation the data controller or Saas customers are mainly responsible for complying with the 
local requirements.  
 

What are the current controllers’ (or customers) rights? 
 

 Access a copy of their personal data collected 

 Refuse collection of data likely to cause damages 

 Refuse collection if the purpose of collection is for direct marketing 

 Refuse automation means 

 Claim for rectification or deletion in case of inaccurate data 

 Claim compensation in case of not following legal regulation regarding data collection & 

processing 

 

Alternatives as current practices regarding data privacy and processing:  
 

1. Customer compliance 
 
Customer compliance on data protection: With current European legislations, it is the 
responsibility of Saas customers to make sure that the suppliers is complying with the 
followings:  “Their data must be: fairly and lawfully processed; processed for limited purposes; 
adequate, relevant and not excessive; kept for no longer than necessary; processed in 
accordance with the data subject’s rights; secure; and transferred outside of the EEA only if 
there is adequate protection in that country.”1.  Bear in mind that Saas providers are meant to 
follow the Saas customers’ instructions. Both parties should protect themselves knowing this 
by communicating clearly the mentions above into the data privacy and processing clause. 
 
Data Processing: Saas customers are entirely responsible for using Saas services therefore 
customers are responsible for the data they are giving authorization to the provider. Most of 
the time, the customers are still considered as the owners of their data while being processed 
by the processor. Therefore the Saas provider will be held responsible in case data is not 
meeting conformity standards, laws and directives regarding local regulation. 
 
Data Security: As the customers are held responsible for their own personal data, they are also 
responsible for ensuring that they insert obligated measures into the clause if needed. For 
instance, requiring encryption while processing confidential data. 
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2. Subject Access Request: Saas customers have currently the right to claim and request a copy 
regarding the information being collected and held from the suppliers. A time limit as well as a 
releasing process should be added to the clause is which the customer can pretend to get his 
information at minimal cost. This is a legal obligation to Saas providers. 
 

3. Transferring data outside the European Economic Area (EEA): A specific consent to the 
customers is required when the data is being transferred except if the country outside of the 
EEA has a similar data regulation. 
 

4. Return of data: Saas providers are meant to give Saas customers their data back when the 
contract ends. The conditions of this return should be agreed formally in the data privacy 
clause. It is also possible from the Saas providers to enclose in the data privacy clause that they 
will charge a certain sum if they have to transfer the data to another provider. 
 

NEW DATA PRIVACY AND PROCESSING CLAUSE UNDER THE GDPR LEGISLATION  
 

In May 2018, the new GDPR legislation will change the contents and obligations from both Saas 
providers and Saas customers regarding the data privacy clause in their agreements. 
 

What are the new controllers’ (or customers) rights? 
 

 Saas customers  will have the right to data portability; 

 Saas customers can have to right to be forgotten; 

 Saas customer will have the opportunity to prevent profiling; 

 Saas customers will be able  to refuse to processing; 

 Saas customers will be able to ask for rectification and erasure; 

 Saas customers can ask for access requests (“SARs”) of their data. 

 

Alternatives as new practices regarding data privacy and processing:  
 

5. Consent: From May 2018, it is required from Saas suppliers to give a detailed consent as well 
as an indication when it comes to the data processing process of their customers. For instance, 
a tick box telling the customer that their data will be processed when entering a website or an 
application. 
 

1 http://www.experian.co.uk/assets/responsibilities/brochures/dataprotectionguidev16.pdf  
 

6. Regulator: Both customer and provider will be regulated by a single regulator which should 
be their main location in within the European Union. 
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7. Data Protection Officer or DPO: Every companies from the European Union collection data 
will have the requirements to assess a DPO which will be responsible for the collection of large 
or regular collection of data. 
 

8. Records: Saas providers will have the legal obligation to keep records regarding the data 
they process. 
 

9. Cyber-security leaks & attacks: The company processing data which will have a breach will 
have the legal obligation to report the leak to their regulator under 72 hours. Saas providers 
will have to report the breach to their customers which have data processed mainly if lead to a 
risk regarding their data rights. This applies except in the following case: 
 

 If data has been encrypted so the another actor cannot read it 

 Saas provider has already followed a special process which will remove the risk 

 If public announcement has been made 

 

10. Impact assessment: If a cyber-security attack or data breach occurs leading to high risks for 
customers’ rights, the Saas provider will have to do an impact assessment “DPIAs”. 
 

Companies not following the above standards can get up to 4% of annual global turnover or up 
to 20m Euros penalty. 
 

3. Development of the outcome and cash flow for each alternative 

 
  ATTRIBUTES  

  Saas 
providers’ 
protection 

Saas 
customers’ 
protection 

European 
cooperation 

Transparency Shared 
responsibility 

Penalties 

A
LT

ER
N

A
TI

V
ES

 

Customer 
compliance 
(protection, 
processing, 
safety) 

+ - - - - - 

Subject 
access 
request 

+ + - + + - 

Transfer 
outside the 
EEA 

+ + - + + - 

Return of 
data 

+ + - + + - 

Consent + + + + + + 

Regulator + + + + + + 

DPO + - + + - + 

Notification 
obligation 

- + + + - + 

Impact 
assessment 

- + + + - + 
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 + : the alternative has shown best practices when it comes to the selected criterion 

 - : the alternative has shown poor practices and hasn’t entirely covered the subject of 

the selected criterion 

 

4. Selection of criterion (criteria) 
 

Saas providers’ protection: Are the rights of the Saas suppliers enhanced? Are they well 
protected with the information enclosed in the data privacy clause into the Saas agreements? 

 

Saas customers’ protection: Are the rights of the Saas customers enhanced? Are they well 
protected with the information enclosed in the data privacy clause into the Saas agreements? 

 

European cooperation: In an increased global world, is the regulation standardised into the 
European Union?  
 

Transparency: Are all the information regarding data privacy and data processing well 
communicated into the data privacy clause?  
 

Shared responsibility customers/providers: Are both parties involved equally in drafting the 
fairest data privacy clause? 

 

Penalties: Are penalties for not complying with the legislation well-explained to both parties? 

 

 

FINDINGS 
 
5. Analysis and comparison of the alternatives 

 
 
  ATTRIBUTES   

  Saas 
providers’ 
protection 

Saas 
customers’ 
protection 

European 
cooperation 

Transparency Shared 
responsibility 

Penalties  
TOTAL 

A
LT

ER
N

A
TI

V
ES

 

Customer 
compliance 
(protection, 
processing, 
safety) 

5 1 1 2 1 1 1.8 

Subject 
access 
request 

4 5 1 4 4 1 3.2 

Transfer 
outside the 
EEA 

4 4 1 4 4 1 3 

Return of 4 5 1 4 4 1 3.2 
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data 

Consent 4 5 5 4 3 5 4.3 

Regulator 5 5 5 5 3 5 4.7 

DPO 5 2 5 4 2 5 3.8 

Notification 
obligation 

2 5 5 5 2 5 4 

Impact 
assessment 

3 5 5 5 3 5 4.3 

 
 

Our analysis helps us understand the different focus from the old and new regulation and 
weights the advantages and disadvantages of all principles.  
 
The Customer compliance alternative which includes the data protection, processing and safety 
from the old legislation was unfortunately lacking customer protection as the responsibility 
was not shared between suppliers and customers even when the providers was using and 
processing the data for his activity. Therefore, the transparency of this process was not clear 
for customers. 
 
Then, bear in mind that all alternatives from the old legislation (Customer Compliance, Subject 
access request, Transfer outside the EEA, Return of data) does not include European 
standardisation. It means that all countries are currently using their own legislation for those 
alternatives. Processes and obligations might therefore differ.  
 
 
6. Selection of the preferred alternatives 
 
In order to draw the best data privacy clause in regards of the new GDPR legislation, those are 
the principles your data privacy clause should cover:  

- Subject access request 

- Transfer outside the EEA 

- Return of data 

- Consent 

- Regulator 

- DPO 

- Notification obligation 

- Impact assessment 

 
Covering all aspects above is really important in order to create the fairest clause for your own 
protection and the ones from your clients. It will enable you to comply with the new 
regulation. 
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FOLLOW ON RESEARCH 
 
7. Performance monitoring and post-evaluation of results 
 
Fishbone diagram: risky alternatives induced from wrong use of the current GDPR regulation 
 

 
 

The high flexibility given to Saas providers with the current legislation has created some doubts 
regarding the efficiency and the protection of Saas customer’s rights. 
 
Bear in mind that not following the new standards from the GDPR legislation will impact both 
customers and providers. In fact, customers will lack protection regarding their data but 
providers will also face serious penalties is they don’t comply with the current principles. 
 
CONCLUSION  
 
The development of this new GDPR regulation will completely revolutionize the processes and 
ways current Saas companies collect their data but also improve protection. In fact, in a 
globalize world where IT leaks and cyber-attacks seem to be more and more frequent, 
companies and customers’ need to be ready and know how to face these situations.  
 
Bear in mind that the current legislation which is yet not standardized on an European level 
gives high flexibility to data processors which reduce the protection of customers’ which should 
always feel safe moving on with a new provider.   
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Including the more information regarding the different principles described above will help you 
to comply with the new requirements but also will make your customers understand that you 
are up to date regarding security issues. Building trust is key to success.  
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